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Bce nopmaeTcA CTPYKTypu3aLmu X pecT




Pa3srpaHnueHve
M KOHTPO/Ib AOCTYNa

KoHTponb
NOAK/OYEHNA

YCTPOWCTB

3amkHyTas
nporpaMMHas cpeaa

Perncrpauwns
n yuet
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«Poccunnckum
Endpoint»

CpeAacTBO 3aWmnThl
OT HeCaHKLMOHNPOBAHHOTO AOCTynNa
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«KoHe4Hble
ycTpoucTBa»
— rnaBHaf
uenb
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ViPNet SafeBoot

BbICOKOTEXHONOTMYHBIV MPOrPaMMHbIA MOAY/b
AOBEPEHHOWN 3arpy3Ku, yCTaHaBANBaEMbIY

B UEFI BIOS pa3nnyHbIX Npou3BOAUTENEN.
MpeaHasHayveH Ana 3aWmTbl KOMMbIOTEPOB

N cepBepoB (B T.U. U CEpBEpPOB BUPTyanm3aLmm)
OT coBpeMeHHbIx yrpo3 HC/, cBA3aHHbIX

c 3arpy3koun OC 1 atak Ha cam BIOS.



Pewaemble 3anaum ViPNet SafeBoot TeXHO et

OpraHm3auuns AOBEPEHHOMU 3arpysku

Pa3rpaHnyeHve
KOHTPO/b LefIoCTHOCTH
AOCTyna
( N\ N N\ N N\ N )
Tabaunubl ACPI,
SMBIOS, . A
S HER pacnpedencrs Paios CMOS Sl || Comsas
namMAaTn

A AN AN AN AN AN AN J




Penns 2.1. 3aBepueH KOHTpPOJb
nameHeHun! Yto HoBOro?

3awmTta oT malware 8 UEFI BIOS
AKTMBaLMA 3aLWLMTbl Ha Naatdopmax AMD
MNopnep»ka TokeHa Rutoken S

Moanep*Kka paboTbl CO CYMTBLIBATENAMM CMAPT-KAPT —
ACR38, JCR721, ASEDrive llle

MNoaaeprKka SSO AndA BXxoAa B ONepaLmMOHHY0 CUCTEMY U
ViPNet SafePoint v.1.2

MoanepKa CEHCOPHbIX SKPAHOB, peann3auma CEHCOPHOM
Knasuatypbl nog UEFI

baszosas nogaep*kka ARM-apxnTeKkTypsbl

= D
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3auyuTta ot Malware TEXHQ ifotecs

#® ViPNet SafeBoot

@ MNapameTpbl 3arpysku OC
E) KoxTponb LienocTHocTH
& AyTeHTudUKaums

O XypHan cobbiTuit 3awmra BIOS | Kak AeMCTByeT malwa re?

1 Bl Ky 0O 3awwmra oT yrenus BIOS o
3anucek dannos malware ns UEFI Ha guck

(] KopHeBbie cepTudukatbl

I8 CeTb u LDAP O 3aumra BIOS nocne S3 NoCpeacTBOM BCTPOEHHOTO (cobcTBEHHOTO)
8 Perucrpaumn O Smynaums NVRAM ApavBepa ¢annoBOU CUCTEMDI
© Saurs O Kotrpoms nporpaussico: SMI ncnosb3oBaHue TexHonormn Windows Platform
2 Kn )
o8 O Bnokwposka ACPI WPBT Binary Table (WPBT)

30 YaaneuHoe ynpaenexue

O 3awmra AUcKoB OT 3anucu

& 06HoBneHus

C Mepesarpysutb cuctemy O PaspewuTb 0HOKpaTHbI BXOA, B

O BoiknouuTs cuctemy

® 0 npoaykTe



CepTudmumMpoBaHO

CUCTEMA CEPTHOUKALIMHN
CPEJCTB 3ALIUTHI HHOOPMAILIMH

ALIHH

CEPTUOUKAT COOTBETCTBHUSA
e 3823

ECTHTE/TD AHPEKTOPA ©CTOK POCCHH

P
- S — S
Rl riccans’
BJhorwxos
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CepTudurumpoBaH no :

TpeboBaHMAM K CpeaCcTBaM LOBEPEHHOM
3arpy3ku ypoBHs 6a30BOM CUCTEMbI BBOAA-
BbIBOAA 2 Kjlacca

TpeboBaHmam no 6e3onacHOCTM MHPoOpMaLUW,
yCTaHaB/MBatoLW e YPOBHM AOBEPUA K CPeACTBaM
TEXHUYECKOW 3aLUnTbl MHGOPMaLMKN N CpeacTBaM
obecneveHnsa 6e30MacHOCTY MHGOPMaALMOHHbIX
TEXHOJIOTMIA MO 2 YPOBHIO JOBEPUA



3apa4m u notpebHocTn — Compliance XS eeT

o 3apava cootBetcTBUE TpeboBaHMAM OCTIK
Poccum no 3awmte NCIMAH, TC, ACY T wn
KNWM — BbINOAHEHME NONHOIO KOMMaeKca
Mep No 3aLuuTe.

o HeobxoanMOCTb MCMONb30BaHWA NpOMNMcaHa
B Mepax 3aL1Tbl N0 NEPBOMY Y BTOPOMY
Kaaccy:

- BWCMAH v TNC — YNA.17
- BACY TN v KN — YNA3




baHK yrpos

YBIN.004:

YBI.008;
YBI.006:
YBI.009
YBW.013

YBI.023
YBIN.024;
YBI.030:
YBI.032

YBI.045
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B MOJHOW UAN KOCBEHHOW Mepe
oTHocAwWwMeca Kk yrposam BIOS/UEFI BIOS

Yrpo3a

: Yrposa annapatHoro cbpoca napoas BIOS
YBW.005:

Yrposa BHeApeHUa BpeoHOCHOro koga B BIOS

: Yrpo3a BOCCTaHOB/IEHNA ayTEHTUPUKALIMOHHOW MHOpMaLIK

: Yrpo3a BHeApeHUs Koja Uau JaHHbIX

: Yrpo3a BOCCTaHOBNEHUA NpeaplayLiei yasBumoi Bepcum BIOS

: ¥Yrposa fecTpyKTUBHOrO UCMOJIb30BaHUA AeknaprpoBaHHOro gyHkumoHana BIOS
YbI.018:

Yrposa 3arpysku HeLUTaTHOV OMepaLoHHOW CUCTEMbI

: Yrpo3a U3MeHeHVs KOMMOHEHTOB CUCTEMbI

: Yrpo3a U3MeHeHVs pexunmMoB paboTbl anmnapaTHbIX 31eMEHTOB KOMMbtoTEPa

: Yrpo3a ncnosib3oBaHWa MHGOPMaLMN UAEHTUdUKALMM/ayTeHTUdUKALMK, 3a4aHHON MO YMOAYaHUIO
: Yrpo3a ncnosb3oBaHWA NoAAebHbIX LindpoBbIx nognuceit BIOS

YBW.035:
YB.039:

Yrpo3a 1cnonb3oBaHua cnabbix Kpuntorpapuyeckmux anroputmos BIOS

Yrposa ucuepnaHus 3anaca katoyel, HE06Xo4UMbIX A1 06HOBAeHNs BIOS

: ¥Yrpo3a HapyLleHUsa n3onauumn cpeabl ucnonHeHus BIOS

YBIW.053
YBIW.072
YBW.087
YBI.090
YBI.108
YBW.121
YBN.123
YBW.124;
YBW.129
YBW.144;
YBW.145
YBW.150
YBW.152
YBW.154;
YBW.179

Yrposa

: Yrpo3a HEBO3MOXHOCTU yrpaBaeHuUs npaBamu nonb3osateneit BIOS

: Yrpo3a HecaHKLMOHNPOBAHHOIO BbIKAOUEHUsA MM 06X0Aa MexaHU3Ma 3aLmThbl OT 3anucu B BIOS
: Yrpo3a HecaHKLMOHNPOBAHHOTO UCMONb30BaHWA NPVUBUAErMPOBaHHbIX GyHKLMI BIOS
: Yrpo3a HecaHKLMOHNPOBAHHOTO CO3AaHVA YUYETHOW 3anuncy nosb3oBaTens

: Yrpo3a owmnbkn o6HOBAEHUA rMnepBusopa

: Yrposa noBpexeHnsa CUCTEMHOro peectpa

: Yrpo3a nogbopa napons BIOS

: Yrposa noaaenku 3anucei xypHana pernctpaLmm cobbitnia

: Yrpo3a nogMeHbl pe3epBHOM Konun nporpaMmmMHoro obecnevexus BIOS

: Yrpo3a nporpammHoro cépoca naposs BIOS

: Yrpo3sa nponycka NpoBepKu LieJIOCTHOCTU NPOrpaMMHOro obecrneyeHus

: Yrpo3a cbos npouecca o6HoBeHNs BIOS

: Yrposa yAaneHvs ayTeHT1drKaLvoHHOW MHopmaLmm

: Yrpo3a yCcTaHOBKM YA3BMMbIX BEPCUIN OBHOB/IEHNA NporpaMMHoro obecnevenus BIOS

: Yrpo3a HecaHKLMOHUPOBaHHOW MoaubMKaLMK 3aLmMLLaeMO MHGOpMaLm



3noBpedbl, aTaku, yA3BUMOCTM...

2016

Crdsh/PeiBackdoor

P for UEFI compatible fir

PeiBackdoor — oanH 13

nepBbIX «3/10BPeAOB»
ana UEFL

2018

LOJAX

First UEFI rootkit found
in the wild, courtesy
of the Sednit group

Lojax — nepB.bI rootkit
HalAeHHbIN

COTPYAHMKaMU

KomnaHwum ESET B
«AWKOW cpeae».

2020

cRegressor:

n the
Shadows of UEFI

BootHole

MosaicRegressor —
bootkit HariaeHHbIN
COTPYAHUKaMU
«Jlabopatopuu
Kacnepckoro»,
npesHasHayYeHHbI Ans
LINMOHaxa.

BootHole - yaseumoctb
B 3arpysuuke.

2021

ESPecter -  bootkit
npesHasHauveHHbI A5
LeneBbIxX aTak "
LINMoHaxa (HanaeH
coTpyaHvukamm ESET).
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2022

MoonBounce
No3BO/SET U3MEHUTb
LLenoyKy BbIMOJHEHWNS
komaHa B UEFI BIOS n
OCYyLLLeCTBUTb
BHEApeHME
BPEOHOCHOIO KOAQ,
KOTOPbI 3anyCTUTbCA
npw cTapTe MaLUWHbI.
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ViPNet SafePoint

CpeacTtBo 3aWwmnTbl UHGOPMaL MK OT
HeCcaHKLWNOHMPOBAHHOIO AOCTYNa, yCTaHaBAMBaeMoe
Ha pabouve cTaHUMW 1 cepBepa, NpeAHa3HaYeHHoe
4151 MaHAATHOIO N AUCKPELIMOHHOTO pa3rpaHuyeHmns
A0CTYNa K KPUTUYECKM BaXKHOW MHOpMaLLUK.

Peann3oBaHa pa3srpaHuynTenbHasa (Moab3osartens

K 06beKkTam) 1 pasgenmtenbHasn (Mexay Noab3oBaTenimm)
NoANTMKA AOCTYMNa, OCHOBaHHAas Ha aBTOMATUUYECKOW
pa3meTke co3gaBaeMbix Gpanios.




C 4yero HauyuHaeTcA 3awmMTa oT HCA? TeXHOSec

CBoux nosb3oBaTenen HaAO 3HaTb
«B JIMLO», MO3TOMY:

NpeHTndunkauma v ayteHTnpukaums
nosb3oBaTtenen

BbIMO/IHAETCS COOCTBEHHBIMN MEXaHM3MaMM

Ncnonb3yem komburHaumm:
JlorvH v naponb

JlorvH v naeHtTneumnkatop




Co3faHne pa3rpaHUuUTEeNbHLIX MOANTMK o HOIZET

AnAa noJib3oBaTtesA

MNocne NpoxoxaeHua naeHTndunKaLmnm
N ayTeHTudunKaumm, Heobxoanmo ED
yTO6bI NONb30OBATEND!

PaboTtan Tonbko ¢ Tem 10O,
KOTOPOEe pa3peLleHo

Mor paboTtaTtb TONbKO C TEMU
darvnamum/foKkyMeHTaMn ANA KOTOPbIX
XBaTaeT NpaB(MoJHOMOYMIA)

B cucteme 3anyckannch, T0/1bKO
paspeLleHHble NpoLecchl

He moandwvumposan(-ucb)
Ba>XXHble MOAYNN



Pa3rpaHuyeHnme [OCTYyNa TeXOpec

[NCKPELMOHHbBIA KOHTPO/Ib AOCTYyNa K
dannoBou cucteme (BKA. CMEHHbIE)
NPAMOMY AOCTYNY K ANCKY
peecTtpy AAMUHWCTpaTOp
npuHTEpPam
(o \WUGELY
yCTPOMWCTBaM

bydep obmeHa

BUPTYyaJibHbIM MallWHaM
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lNocnegHUM aKTyasibHbIM Keuc

B Windows HanaeHa ya3BMMOCTb
CVE-2021-41379

BbiasneHa cneunanuctamm ns Cisco Talos
«MNosbliweHne npusunerun B Microsoft Windows»
22.11.2021 BblNOXKEH 3KCcNA0OMT Ha GitHub

O4MH NX BapMaHTOB 3KCN/yaTaumMm — UCMONb30BaHUE
CNMCKa ynpaB/eHna AucKkpeumoHHbIM goctynom (DACL)
B Microsoft Edge Elevation Service

ViPNet SafePoint ncnonb3yeTt cBOIO ANCKPELMOHHYIO MOAENb
A0CTyna, 3anpewaeT 3anycK Toro, YTo CO34aHO UK
n3meHeHo nonb3osatenem(anement 3MC).
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@ MaHAaTHbLIU

KOHTpPOJIb AOCTYnNa
nonb3osaTenei

M npoLeccos

[ns Bcex
Pecypcbl

MeTku goctyna

Pa3rpaquMTeanaﬂ NOMNTUKA
Ha OCHOBe MeTOK 6e3onacHoCTH

CybbekTbl




3aMKHyTaA NpPorpamMMHas cpepa X pecT

N KOHTpPOJIb BpeMeHun paboTbl




KOHTpO/b YCTPOUCTB TEXHQ infotecs

KoHTpoab 1 pa3rpaHnyeHune
A0CTyNa K NOAKJI0YaeMbIM

/ ' BHELUHWM YCTPONCTBaM

A

Pa3rpaHnyeHune gocrtyna
K MPUHTEpam

€. 4 D ‘
‘ Q;”“ Wb,

> . 9
" M
00
LY




2] (O
Hepect

Pellaemble 3apgauvu
(AononHUTeNbHble BO3MOXHOCTW)




CPEJICTB 3AIIINTHI NTH®OPMAILIUA

I10 TPEBOBAHHAM BE30ITACHOCTH UH®OPMALIUA
Ne POCC RU.0001.015H00

CEPTU®UKAT COOTBETCTBUSA
Ne 4468

BHeceH B rocy/japCTBeHHBIH PeecTp CHCTeMbI cepTU(UKALIK
CPe/ICTB 3aIMTh! MH(OPMALH 110 TpeGoBaHHsIM 6e30I1aCHOCTH MH(pOPMALHH
18 oxm6pst 2021 I

Beisjan: 18 okta6ps 2021 1.
JleficTBuTeneH jio: 18 oksibps 2026 .

Hacrosmmii ceprupmkar ygocrosepsier, urto m3fesme «ViPNet SafePoint»,
paspaboranroe u npoussoaumoe AO «MHPOTeKC», sBIsETCS MPOrpaMMHBIM CPeCTBOM
3alyThl UHGOPMALMH, He COAlepXKalleH CBe/IeHHH, COCTaB/IAIONIMX TOCYAAPCTBEHHYIO TaliHy,
COOTBETCTBYeT TPeGOBaHHAM 110 6e301aCHOCTH MHMOPMALIMH, YCTAHOB/ICHHBIM B IOKyMEHTaxX
«TpeGopanus 10 6e30MaCHOCTH HH(OPMALWK, YCTAHABIMBAIOIME YDOBHU JOBEPUS
K CPe/ICTBaM TEeXHHYeCKOH 3aIMThl MHPOPMALK U cpefcTBaM obecrieyenns 6e30macHoCTU
uHpopMaIMOHHEIX TexHonmorui» (PCTOK Poccum, 2020) - mo 4 ypoBHIO poBepus,
«TpeboBanuss K CpeACTBAM KOHTPO/S CHEMHBIX MALUMHHBIX HOCHTeIed uHbOpMaLmm»
(®CT3K Poccu, 2014), «ITpodwib 3alfuThl CPEACTB KOHTPOJIS MOAKTIONEHHS ChHeMHBIX
MalMHHBIX HOCHTesed MH(pOpMalmu uerBeproro Kiacca 3ammrel. WT.CKH.I14.I13»
(®CT3K  Poccum, 2014), «CpeAcTBa  BbUMC/IMTE/NLHOM  TeXHMKM.  3aluTta
OT HECAHKL[MOHMPOBAaHHOTO JocTyrna K wuHbopmarmu. [loKasare/d 3alfUIeHHOCTH
OT HEeCaHKLMOHHMPOBAHHOrO JocTyna K uH(opmaruu» ([ocrexkomuccust Poccum, 1992) -
7o 5 KIACCy 3aLUIEHHOCTH W 3ajaHuM no GesomacHoctw ®PKE.00240-01 98 01 mnpu
BBIO/IHEHMM  yKa3aHMM MO  3KCIUIyaTalMd,  NPHBEJJeHHBIX B (opMyssipe
PPKE.00240-01 30 01 ®O.

CepruduKar BbIZJaH Ha OCHOBaHMM TEXHMYECKOTO 3aKmoueHusi or 15.07.2021,
O(OPM/IEHHOrO 10  pe3y/lbTaTaM CePTHOHKALMOHHBIX HUCIBITAHUH  MCTIBITAaTe/TLHON
naboparopueit MOY «AUD» (arrectar aKKpeAuTaLHH or 18.11.2016
Ne C34 RU.0001.01B100.5012), u 3kcrieprHOro 3akmoyenus ot 05.10.2021, ohopmieHHOro
opraHom 1no ceprupukanuu OOO «IIBM» (arrectar akkpepgurayuu oT 11.04.2016
Ne C3U1 RU.0001.01BM00.A001).

3asmurenb: AO «MupoTeKC»

Appec: 127083, r. Mocksa, y1. Mummsa, 7.56, crp. 2, 5T. 2, nomenjenue IX,
KoMHara 29

Tenedon: (495) 737-6192

ATEJIb JUPEKTOPA ®CT3K POCCHH

BAHHOI MPOAYKLMH, YKA3aHHOH B HACTORIEM CepTHGHKATE COOTRETCTBIA,
PMATIIALHH) PAZPRIIAETCA IPK HAMHYHMK CBEACHHH O Hell B TOCYAPCTBEHHOM PeecTpe
cpeAcTs 3aupTsl mudopmarui no Tpebosaniam GesonacHocTy unopMaL

Tex |—| Q infotecs

CepTuémnumpoBaHo

5 Knacc 3awmueHHocTn CBT

4 Knacc 3aWmThl

CKH (UT.CKH.N4.M3)

4 knacc TAb
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Protection
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ViPNet EndPoint
Protection

Crctema KOMMNIEKCHOW 3almTbl pabounx

CTaHUMW 1 CepBepoOB, NpeAHa3HavyeHHasa Ans
npeaoTBpaLLeHma «bannoBbIX» N CeTEBbIX aTak,
ObHapy>eHns BpeAOHOCHbIX ENCTBUN N peakuummn
Ha 3T aencteusa. KntoueBbiMM MOAYIAMUN CUCTEMBI
AABNAKOTCA MEePCOHANbHbIN MEXCETEBOW 3KPaH,
cnctema obHapy>XeHMa 1 NpeaoTBpaLLEHMS
BTOP>KEHWM, @ TaKXXe KOHTPOJIb MPUIOXKEHUN.




O6HapyxeHMe U MpefoTBpalleHMe aTak | OfEr

cnonb3yem: — -
DBPUCTUYECKNIA aHaNn3 % W
CurHaTypHbIN aHanun3

Cnegum 3a: 3
CucteMHbIMK XXypHanamu Windows "
XypHanamu n noramm NpUIOXKeEHUM
N3meHeHnsMY B GaiioBON CUCTEME U peecTpe 3
CeTeBbIM TpadunKom ;

Braoknpyewm: -

[oso3puTenbHbIn ceTeBoW Tpaduk \ /
ATakytoLme XOoCTbl o </






KOHTpOAb NpUAoXeHUN TEXHQ)infotecs

KoHTposib 3anycka nporpamm
C Mcrnonb3oBaHeM HepHbix 1 benbix
CMWCKOB NPOrpamMmmHoOro obecneyenms

AHann3 KOMaHAHOW CTPOKM
3awmTa pannos
3awnTa peectpa

KoHTposib 3anycka nporpamm,
DLL-mopynewn, apariBepoB

KoHTposb ceTeBOM
aKTUBHOCTW MPUIOXKEHNIA




ViPNet EndPoint
Protection
Bepcua 1.5



HoBble 3alWWUTHbIE MeXaHU3Mbl X ecT

KOHTpOAb NpUNOXKEHWN

IBPUCTUYECKUN
MepcoHanbHbIN Antimalware
MeXKCeTeBOM 3KpaH ABUXKOK
Cuctema
obHapyxeHuna n Moaynb
npepoTspaweHua noseneH4YeCcroro
BTOPXKEHUM ERENIZEE
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HoBbiM MoAyJib 2 ¥DeCT

MNoBepeHueckoro aHanmsa (Behavioral analysis)

o BblAiBNEHME aHOMaNbHOrO NoBeAeHMA
(3anycka/oCcTaHOBKM) CUCTEMHbIX YTUAUT

o IBPUCTMYECKUI ABMXOK antimalware




PacumpeHune ¢yHKuMoHanbHOCTU HIPS Te%m'd&;’*ga

o O6Hapy>xeHune 1 NpesoTBpaLLeHme
6ecdannosbix aTak

o OtcnexmBaem TexHukn Keylogging mn Process
injection
* Credential APl Hooking (T1056.004)
* Process Hollowing (T1055.012)
* Process Doppelganging (T1055.013)
+ Dynamic-link library injection
(T1055.001)

+ Portable Executable Injection
(T1055.002)
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Kak «aenctByeTt» 6ecdannoBad ataka G

Initial access Defense Evasion

Yepes powershell
3aKa4yMBaETCA CKPUNT C
yZAanéHHoro cepeepa u
3anycKeTcs

MpouncxoanT 3arpyska
9KCnJiouTa Yyepes
W3BECTHYIO YA3BMMOCTb

CH PN
~ A [~

Command and

Initial access Execution control

MoceTnn cCbisky, IKCNIOUT 3anycKaeT KcnaouT

OTKPbI/1 NOYTOBOE powershell B pacnonaraertcs B NamaATu
B/IOXKEHME onepaTMBHOM NaMATH ONA KMAOXUX Aen»

decT



NMoaaepxka Linux TEXHQ) faes

)¢
| ASTRALINUX®
special edition
PeannsoBaH ViPNet EndPoint Protection areHT nog,

cnesyrolme onepaLmoHHble CUCTEMBbI:
Astra Linux Special Edition «CmoneHck» 1.6.
e 0C 72 WPE/ICO®T

AnbT Pabouas ctaHuma 8 CI1




ViPNet Endpoint Protection

KoHconb
ynpasneHunsa

ViPNet Endpoint Protection

ViPNet Endpoint Protection

Cepsep
ViPNet
Endpoint
Protection

ViPNet Endpoint Protection
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ApXUTeKTypa
ViPNet
EndPoint
Protection

KnaveHt
Cepsep

KoHconb ynpaBsieHus



[8] viPMet EndPoint Protection Server

MOHHTOPAHT
M rponarens
FJ. Cobbmis

¥npaeneHue 3aMToi

% YcTpoidcTea

** Bazwl npasua

ﬁj JloBepeHHanR 3arpyzka
OGHapyxeHne aHoManuA

Q Kpurepuu obHapyXeHMA aHOMaAUiA

(111 -
.
83 [oBeAeHueckui aHanms

{) AntiMalware

Cepeuc

IE KypHans
KoHHrypaLma

{@ TapameTpel CHETEMBI
g YueTHble 3anvcu

qp Mepeaaua AaHHbIX

,:‘Q MNoawTrka ayauTa

® O nporpamme

m Brixop,

© 2021, AO "MugoTeKC"  Bepcwa NO: 1.5.0.4836

Whdonanens

MepcoHanbHbIid MeXceTeBoMH
O 3KpaH

MonHan BAOKUPOBKa TPagHKa
MyBAMUHaA CeTk

YacTHaA ceTb

3alUMLLEHHERA CETh

CeTeBai 3KpaH OTKNHOYEH

Beero

3anpockl Ha NogKAOUeHHe

Bcero 3anpocoe

AvueHzui

Ceoaka cobuIThid

15 MUH 1vac 4 uaca 8 uacoe

ﬁ KoHTpons npuaoxeHni

Pesxum

BNOKWMPOEETE

AxryanbHocTb 6az npaBun
ACTE € AKTY2NBHEIMY
ACTE CKMA3KT ODKOBNEHMA

0 He HazHaueHo

¥ MP3BMA

AZMHUHWUCTPaTOP _ (m]

o O6GHapyxeHne n
nNpeAoTEpalleHne BTOpXKeHWA
MM
YCUNeHHbIiA
Baz0BsIf
MUHIAM B HBI

OTrntoyeH

Bcero

Syslog
I MepegauakalP  OTKAKOUEHa

HEeW3BEeCTHO

I MepegauawmalP  OTKAKOUEHA

@ nNocnegrnii o HEW3BECTHO

Tex |—| Q infotecs

KOHCOJ1b

ynpaBJ/ieHus

cepBepom



[8] ViPNet EndPoint Protection Server

= Basbl npasua

MoOHWTOpUHT

Bee Gazsl NpaeEMn  M20paHHEIe NpaeEMna

M whgonanens — V
F::’, Cobuma B

HaumeHOB3HME
¥n paeAeHHe 23 ATON

AZMUHUCTPATOP _ | X TeX H Q infotecs

| ) 3arpyzutb

PEXUMB Bepcua Tpynnel Co34aKHa

% Yectpolictea 3arpyxedsl 12 Gaiina Epp_20210811_1_1.5_RU.zip [ YacThas ceTs Paspewats (@ MurManbHbIi 2.0.0 FnaBHas, fJom, Mobun...

*I* bazwl npaeun Baza Npagnn No yMOAUaHIH

ﬁj ﬂOBEp@HHaﬂ 3arpyaKa Baza NpaeKa No YMOoA4aHUuHy

Baza NP3eKA NQ yMOAUEHWH:

CBHapyeHne aHOMaNNiA
Py 5333 NP3EMA NC YMONYSHNH

Q Kputepni o6HapYKEHWA aHoManuid

PaboTaem
no npasunam!

EndPoint Protection pabotaet no BPI1

E# YacThas ceTs Pazpewars (@ Bazoskblii 103 Tnaexas
A Cetesoit 3kpaH otkmoueH [F] Otouen @Muum.u 1.0.2 [naeHan
A Cetesoii 3kpan otkmouen [ Otenoued @ Mukume 1.0.1 TNaEHaR

E# YacTHas ceTs Benbiii crvcok - Yeeaomnats @ M 1.0.0 19.08.20...

CoctouT u3;

MpaBua cuctemMbl 0BHapy>XeH WS
M NPeAoTBpPaLLEHMSA BTOPXKEHWN

dunbTpoB MexceTeBOro akpaHa
Cnuckos MO ansa YepHoro u benoro cnncka
IBpuUCTMYecKnin asmxok Anti-malware

[1BM>KOK OB6Hapy>XeHMsa aHOMaNbHOro
NOBeAEHNS CUCTEMHBIX YTUAUT



[8) ViPNet EndPoint Protection Server AAMMHHCTpaTOp _ m] x

(© Hazan x EndPoint Protection Pepaktop npasua - Pe>knMbl paboTbl

OcHoeHoe

Tex |—| Q infotecs

MepcoHanbHbIA MEXCETEBOI 3KPaH KoHTpoab NpuaoKeHui OG6Hapy>KeHWe 1 NpeoTepalleHne
(@ ceenesmn BTOPMEHMA
m PexumMbl paboTsl .
o MoLyne ODHAPYKEHUA BTOPXEHWUH 3K
MonHas 6aokupoBKa Tpaduka Bnokupoeath
Cpeactea
g‘ TMepCoHaNLHBIR MEXCeTEEOH 3KpaH " > OcTa e Yennennein
KOHTpOAL NPUAOXKEHHA

@ OBHapyXeHUa K NPejOTEpaLeHHe
ETOpXEHWIA MyBanuHan ceTh

Moaknrc4eHy: i ce E 3 CTHEIX MPUNCKEHNA
Makcumansraa 53 LMTE paspeleH. AKTMEHOCTE OCTAABHEIX
n AREMARA NOAMTHKOR NPUNOKEHAA ONPEASNRETCH NPAEUAGMA

A, KoHTpons npuaoxerui,

LMiT JOCTETOUHYHO SBLMTY

& BonbwiHCcTEE Cny-aes,
YacTran cete ()

MoaxnroYEHUE K YaCTHOR CETH.

MNonL30BaTeNs MOXKET CAMOCTOATENEHO 5 3 WA, MuHUManLHEIH e

ONpERenATL CeTesbIE WABTpI.
Wenonbsyerca MuHumanbHbii Habop
NpaguA NPEeAOTEPRELIEHUS ETOPMKEHMI,
SAUMLAROLII OT HaMBOREE KDUTHSHEIX
atak,

3awmweHHan ceTh

a CTpoﬁ KU MOAyHEﬁ _ AZLMUHNCTPATOP MOXET MCMONb30BaThb

npeagocrtaBj€HHbIE HAMU PEXUMbI

e)XXUMbI pa 60Tb| paboTbl MOAYyNEN NAN CaM HaCTPOUTb

pexuMbl paboTbl Moayneu



OBHapy»eHwe W NpefoTBpauleHHe
BTOPHEHWA

@ Moayne 0BHapYKEHUA BTOPXEHWIA aKTUBEH 06 H a py)Ke H M e
YennenHwid M npeAOTBpaI-I-lEHMe

Mcnonezyetca noaxsii HaBop Npasua

NpesoTEpaLLeH1s ETl'ip]'-_KEHHﬁ_. MOHET B T O p)l(e H M ﬁ

Tex |—| Q infotecs

NPUEDAMTE K CHMH:
BEICTPOASHCITEWMA KONk

O6Hapy>KeHne BTOP>XKEHNIM aKTUBHO BCerja.

BazoBbIA Q

Vlenons3yeTca anTuMantKe Habop MexaHun3mbl pabotbl cxoxu ¢ ViPNet IDS HS:

NpaEUn NPeqoTEPaLLEHNA ETOPHEHUNA,
obecneynEaHNE AOCTATONHYID SELWTY

E BONbLWMHCTEE CAY4EEE. 3ar py3 nnn bPT1

HasHaumnau Ha rpynny areHToB

MUWHAMaNLHBIA

McnonesyeTca MusrMankHbIR HaBop AreHTbl. M ONlyuunB BPIl. MmoHUTO pAT
NpaB«n NPeaoTERALLEHNA ETOPMKEHM, ! !

Sallk LI.I,EPCI-LLI,I-H:i oT Hawbonese KPMTHYHBIX CO6 bITVI ﬂ B COOTBeTCTB VI VI C 3aAa H H bl M VI
e NONNTUKaMK ayauTa

OTknoueH
NPEAOTERALLEHUS BTOPMEHNI I'Ipe,u,OTBpaLu,eHl/le BTOp)KGHMI?I — NMMeeTCd HeECKOJ1IbKO ypOBHe|}'1

ThH> ERIKAHIYEH M HE BENWAET HA

paory komnsioTepa. 3alUUTbl — YcuneHHbln, bazoBbiv, MnHUManbHbIN
(pa3pabaTtbiBanu coBmecTHo ¢ M)
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lpeaoTBpalleHne BTOPXKEHUMU

Mo kaTeropusam yrpos Mo npasunam

OGHapy)«eHne W NpeAoTBpaLLeHe BTOPXXeHNWi - Kateropuu yrpos ZlakTop Npasmn - OBHapyskeHue U NpeAcTBpalleHue BTopxeHuii - Mpasnna pexxiima paGoTel 'YcuieHHbll

MoneiTka packpeiTe MHpopmaumio (attempted-recon) Deitctere Adpecucrounvka  [OPT UCTOMHMKE  Hanpaenedue  AADeC HasHaueHun  [MOPT HazHaueHn

el " I ) BITKA. 1. E He ABAA
o Baokvpoeate TCF $HOME_NET $EXTERMAL NET

SCAN RDP brute o Baoknposate TCH $EXTERMAL_NET $HOME_NET

CAN SSH brute o Broxvposate TCF $SHOME_NET SEXTERMAL_NET

. SCAN Possible C Enokvposath TC $SHOME_NET SEXTERNAL_NET
AtaKa ¢ ncnons3oBaHuem seS-npunoxenna (web-application-attack) o P

COBLITAR A3HHOM KATErODAM C I i b AN Possible ¢ (@)) Baokwposats TC SEXTERNAL_NET

SHOME_NET
CAN Bruteforce @) Broknpoears TC! SHOME_NET SEXTERNAL_NET
SCAN Bruteforce ) Baokwposats TC SEXTERNAL_NET SHOME_NET
CAN HydraBru @) Broknpoears TC SEXTERNAL_NET AE_NET
CAN SolarWinc ) Baokwposars, SEXTERNAL_NET OME_NET
@ Brornposaty TS SEXTERNAL_NET OME_NET
@ Eroruposate T SEXTERNAL_NET OME_NET
2020577 - ET SCAN Polaris Botr ) Baokwposats TC SEXTERNALLNET  SHTTP_PORTS OME_NET
) 2020473 - ET SCAN ELF/Mirai U @) Bokwposats TC SEXTERNALLNET  SHTTP_PORTS AE_NET
AKTrBHOCTL Web-npuaoxkenua (web-application-activity) 2020318 - ET SCAN Tomato Rot @) Bokwposats TC SEXTERNALLNET  Bee

ETENLLTEY BITKAX A ) ! 317 - ET SCAN Tomato Roi @) Bokwposats TC SEXTERNALLNET  Bee OME_NET
CAN PING Snif ) Baokwposars ICMP SEXTERNALLNET  Bee OME_NET
CANPING Cyb ) Brokwposars ICMP SEXTERNAL_NET OME_NET
N webtrend n Baokuposate ICMP $EXTERNAL_NET AE_NET

CAN superscar ) Baokvposate ICMP $EXTERNAL_NET OME_NET

L A A A I I R T A A R I SN A A

H
H
H
H
H
H
$HOME_NET
H
H
H
H
H
H

pinger ) Baowiposatk ICMP $EXTERNAL_NET AE_NET

NbITKa MCNOALZOBAHNA NPAE NoAbzoBaTens (unsuccessful-user)



MepcoHanbHBIA MeXCeTeBOl IKpaH
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MonHaa SnoknpoBKa TpabMKa

[ BXOOALIMA 1M

My&avuHana cetb

S MexceTeBOM 3KpaH

MakcumaneHar CTENEHL 3ALLMTE,
CNPeAEnAEMan NOANTUKONA
GESONACHOCTH.

YactHan ceTh Q

MNoaknKoYeHWe K YaCTHOW ceTu,

rIOﬂb3OEETEJ1h MOMET CAMOCTORTENBHD H eC Ko-rl bKO pe)'(l/l MOB pa6OTb| C
TR TR NpeAHacTPOEeHHbIMU GUABTPaMKM OT
NPOV3BOANTENS

JawMweHHanA CeTh

PaboTta B sawmwe

AZAMUHUCTPATOP MMEET BO3MOXHOCTb
£,06aBNATb/M3MEHATL/YAANATb GUALTPDLI B
pexxnmax pabotbl «HactHaa» n «[lybanyHas
CeTb»

OTrnroueH

Personal Firewall o HO OTKNROHEH
W HE BNMAST HA CETE IaguUK,




%] ViPNet EndPoint Protection Server

@ Hazap Kk pefakropy

CeTeesle PUALTPH

@ MyGAuyHanA ceTb

U YacTHan ceth

CnpaBodHHKH
Hj MNpoTokonsl
m Ajpeca U CeTH

ﬁ PacnucaHua

AAMHUHUCTPaTOP

Pepaktop npasun - MNepcoHanbHbIid MexKceTeBOR 3KkpaH - ®UALTPLI pexkMMa paboTel TlybauuHana cetb’ Tex H O STotece
=

Hazeanue OWALTpa Cratyc

[[) ®unbrpei noantuk 6ezonacHoctn

[C) Bet-cepounr O
[ noura QO
[0) Aoctyn k uactHoif ceTu O
«©
«©

[[) ©6pawerna uz uacTHoi ceTh

[0 foctyn wz kopnopatuesoii ceTn

DUALTPEI NO YMOAYAHHIO

) Aeiictene no ymonuanmio

MexceTeBOU 3KpaH

@ foGaewte T

NelicTene Bepcua IP

@ Pazpewurs
@ Pazpewurs
@ Pazpewurs
@ Pazpewurs
@ Pazpewurs

0 Enokwposatt P vdvé

tod

MpoTokon McTournK HazHaueHne

DHCP; DNS; HTTP; HT

IMAR: POP3; SMTP Bce
Mol koMneloTep YacTHan ceTk
YacTHan ceTb Mo

KopnopatweHas ceTe Mo

Co3gaHune ¢uabTPOB aHanornyHo PFW,
HO T.K. 3TO AieNnaeTca Ha cepBepe, nmeeTca
BO3MOXHOCTb PacCblNKM Ha rpynnbl
areHToB C MOAy/eM NePCOHaIbHOIO
ME>XCeTeBOro 3KpPaHMPOBaHMUA
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KoHTpone npunoxeHwni

Bnaokwpoeath

oy KOHTpoNb
NPUNOXEeHUN

CA Npagunamu

3anyck HEM3BECTHBIX NPUACHEHMA

paspeles. AKTUBHOCTS OCTabHEIX Bo3MOXHOCTb BbibOpa pexxnma paboTsbl

NpUACHEHMA ONpeaenaeTca NPaEMNamMI 9

KeHTpons npraoseHmi, L‘I e p HO FO/BGJ’I Oro Crincka C rnoJiHowm
6N10KMPOBKON NN YBEAOMAEHNEM O

OTKArOUEH 3anycke

KoHtpone mpw HUI OTKAIOHEH W HE
EAMAET H3 SKTMEHOCTD MPMADKEHMA




Pepaktop npaeun - KoHTpoab npuaoxkeHWii - 3anyck NpuacxKeHni

Benelii cnucok  YepHeli (
. TEXHQ ifotecs
=

MPHACKEHWA, KOTOPEIM paspelleH 3anyck. AKTWEHOCTE ONpejenfeTch NPagEMnamMi JoCTyna K ¢aknam, peectpy, npoueccam.

FnoBantHbie

» [J B3 Cnadoe gosepue

» 0 B Sacrmoe sovepme KOHTpOﬂb

v [] B3 foeepetHbie
0O @ B g windows\winsxsy* N
O @ B 99 2aWindows\SysWOWe. n p Mn O)I(e H M M
0O @ B ¢ 7 windows\s ’
0O @ B 9 windows\servicingy™

0O @ B 9 »windo BPCATYH
mN @) &) AWindows\ImmersiveControlPanel\** BO3 MO>XHOCTb q)o p MU po BaHWUA

O @ B 9 windows\Microsoft NETY*
O @ B 4» »windows\PrintDialog\

0O @ B 49 7 \windows\Speac

O @ B ¢» »windows\System32\=

O @ B «» 7\ProgramData\Microsoftywindows Defender\Platform\*

Benbix n YepHbIx cnmckos

(HN @] &) 7:\Program Files\Common Files\mi sharedy=

O @D B 9 \Program FilesyinfaTeC

O @D B 4 7\Program Files\internet explorer,**

O @ B 49» 7\Program Files\Postgre

N o) &) 7\Program Filesywin

D o ) 7\Program Files\windows Defender Advanced Threat Protection\**

0O @ B 9» \Program Files\Win




Pepaktop npaenn - KoHTponb npuaoxeHui - MNMpasuna goctyna

| | TEXHQnfotecs
E'abIDE‘pHTE NPUACEEHKWE WKW TRYNNY NPHMACKEHWA ANA KOTOPBIX BBl XOTHUTE n paBMna AD(,"[yI'Ia —
HACTpOWTE Npaennz 4oLTyna =

®aiinel Peectp Tpoueccel Komah;

@ ncsaeume 1

3a4aifiTe NpaeMna LocTyna K Gainam

A |1 SHAKITC, Op7f J
[nobantHbie MpaEnnza NPMMEHAKITCA N0 NOPRAKY 4

> D B3 Cnzboe poeepue

ey Sp———— KOHTpOJ/1b

0O €@ B ¢ cmdexe N OBvektsl

(0 @ B 9 powershell.exe n p M n O)Ke H M ﬁ _

O €@ B <9» WINWORD.EXE
o9 EXCELEXE

g g €3 POWERPNT.EXE n p a B Mn a Ao C Tyn a

0 @ B D sysprepeexe

O @ B 4) msxslexe

0O @ B 9 decweexe

O @ B 9) spoolsv.exe

BO3MOXHOCTb CO34aHVA NpaBua AOCTyNa
AN MPUNOXKEHUM K CeayoWmnM obbekTaMm:

0O @ B 99 splwowsd.exe (Da |7|f| aMm

0O @ B 9 iexplore.exe

0O @ B 99 chromeexe PeeCpr

O @D B 99 NetworkLicenseServer.exe

0 @ B B Acrora [Mpoueccam

0O @ B P nwsersy=

O @ B 99 windows\T:

O @ B 9» =\windows
> [] B3 Oceepentbie

KomaHgHoOW cTpoke




[8) viPNet EndPoint Protection Server

MOHHTOPHHE
A4 vkgonanens
I: Cobbimn

YnpaeeHue 3aLUTo

% YcTpoiictea

*“r* bazsi npaeun

{$) JAceeperyan zarpyzka

OBHapyxeHue aHOMaNWH

@ KpuTepri cGHapYKeHUA aHOMANMH

TNoBeAeHYeCK i aHanu:

Cepeuc

m JKypHantl

Kougurypauma

r&} TapameTpel CUCTEMbI

AntiMalware

OBHapyKeHHe EPEAOHOCHEIX daiin

[J HaumeroeaHue

CTPC

[0 €3 peskTOP-IDOFDVG

Antimalware
ABWXOK

N

<

O
O
O
0O
O
O
O
O
]
0O
O

DESKTOP-IDSFDVG

| 21.09.2021

| 21.00.

| 21.09.2021

|21.0

1

| 21.09.2021

| 21.

1

| 21.09.2021

| 214

21

| 21.09.2021

| 21.00.

1

18:54:12

18:47:53

18:41

Bpems za

21.09.2021
21.09.2021
21.09.2021

.09.2021
21.09.2021
21.09.2021

21.09.2021

21.08.2021

21.09.2021

AAMHHHCTPaTOP _
Detanu oTuéra

Bpems Hauana
Bpems 2aBeplueHna
CKaHWpOEaHKe
MpoeepeHo
OnacHbix
HeyaauHo

Pezynbtar

\Program Files\My program\Keylogger.exe
+* C:\Program Files\My program\PE_exec32bit.exe
C:\Program Files\My program\malware.exe
* C:\Program Files\My program\trhhgfhgTRHTHT...
* C:\Program Files\My program\dqlkdIll0JOIOBO.

\Program Files\My program\Bad process.exe

DBPUCTUYECKNIN NOAXOA

OnacHocTe

| 1.00
| 1.00
| 1.00
| 1.00
| 1.00

| 1.00

TeX |—| Q infotecs

PerynapHoe obHoBneHMe B cocTaBe bPIT
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@ Hazap k pepaktopy

nob

Kateropwnu yrpoz

Mpaeuna HIPS (Windows)
® YCUAEHHBIA

7 Gazoewi

@ P Allow

@ P allowemd
fNokaneHbie npaevna HIPS (Windows) ‘) &) Block ke

ty becgaiinossie atakm [ o) ock *consent.exe

W MuHUMaNGHBIA

Mpaewna HIPS (Linux) @ 9 Blockall

[) viPNet EndPoint Protection Server

CobbiTna

MOHUTOPWHT
BA  vhgonanens v O
F.“_; Cobbmia Nata, epems WaeKTHOUKATOP Onucakme

YnpaeneHu1e 3aluTo 18:14:19 5000001 PazpelleH 3anycK paspelleHHor.
% Ycrpolictea

*“(* Basui npasun

18:13:59 400069 OGHOB/EHUE 33434K NI3HWPOBL
8:13:59 5000001 PazpellieH 3aMycK pazpeLIeHHOT

IE] JloBEpeHHaN 3arpyaKa 18:12:38 6321008 Bnokuposakue Keylogging

OO6HapyxeHre ZHOMANMA
e Omnpaeka DNS 3anpoca

Q HTEPNU 0BHAPYXEHNA BHOMANKIA
Kpuep b PazpelleH 3anycK paspelleHHor.

. -
MoBeaeHYECKA aHanu3

.
{:} AntiMalware

Backupoeakve Keylogging

QOTnpaeka DNS 3anpoca

[m]
O
[m]
O
O
(m]
O
O
[m]
O
[

OGHOB/EHWE 33434K NI3HWPOBL

V]

Pepaktop npaswa - OBHapyeHWe 1 NpeaoTBpalLeHVe BTOpXKeHWH - Becdaiinosble atakn

Tun xyka Macka npouecca

BMaTy.. 7\explo

COKHa *cmd.exe

@ Brokuposats Knagua

O Brokmpoeats

@ Brokuposats

AAMUHKCTPaTOD - [m] ®

Bnokuposanue Keylogging

1

CpaboTasiwee npal

Ba3a NpaBw Ha yetp

Tun npaenn:

WaeHTH KaTOp Npaeu

YpOBEHb COBLITR:
OnwcaHne:
Moayns:

Yarpe

Monsimen:

MNpeaoTepallerue Bechaiinoesix atak (Windows)
6381008

OnacHoe

bnokupoBarKe Keylogging

@ Hips

DESKTOP-IDIFDVG

Tex |—| Q infotecs

ObHapyXxeHue WU
npenoTBpaleHue
6ecdannoBbix
aTak

Bxoaut B coctaB moayns
«ObHapy>eHns 1
npesoTBpaLLLEeHVA
BTOP>XKEHWI»



[@ ViPNet EndPoint Protection Server

MOHUTOPUHT

m Wudonanens

F:S Cobrimia

YnpasneH1e 3aluToR

% YcrpoiicTtea

*r*  bazwl npaeun

ﬁ] JloBepeHHan 3arpyzKa
OO6HapyKeHHe aHOMaMH

Q Kputepr i 0GHAPYXKEHWA AHOMAanUi

11 o
. MNoeeaeHYeCcKMiA aHa M3
H 1

-o- AntiMalware

CepBuc

m Kyprano
KoHQUIypauma

MapameTpsl CUCTEMBI
YueTHbIe 2anncK

Mepeaaya AaHHLIX

oA RS

MoAvTMKa ayauTa

® O nporpamme

m Brixog

CobbiTua

O00OO0OO0OOO0OOCOOO0OODOOOOODOOOO

© 2021, AC "MH¢poTeKC" Bepcua NO: 1.5.0.4836

Dara, pema

eHTHO

1

0 5000001

"
7000006
06

7000005

7000004
4
7000004
4

7000004

300001

1

9 5000001

%

O

Onucarmne

Pa3pellieH 3amyck pa3peLleHHor
Pa3zpelueH 3anyck paspelleH

PazpelleH 2anyck pazpeLleHHan
PazpelleH 2anyck pazpelleHHor

AHOManMA B coBbITM YAaNeHHR

AHOMANNE B ¢
AHOMANNS B COBLITUK
AHOMAMNS GLiT
AHOMANNS B COOLITUK
Anomanws ObITHK O
AHOManNs 8 coObITHK
AHoMaMNE B CobkIT
AHOMANNS B CoBbITHK
YAaneHue 3a8aun naaxmn
YaaneHue 3anaui (KoMaHaHaA ¢
YCTZHOBNEHS 331343 NASHMPOBL
MpaEwno ANA MOAYNR NOBEAEHY
CO3/3H1E 33734M (KOMAHAHER C
Co3/aHue npoLecca

nyck pa3pel
Pa3pelleH 3anyck pa3peLleHHor

QOmnpaeka D

AamMuHMCTpaTop - [m]

AHOManua B COBLITUN yAANEHWA 3a4aun

TUn Npaeun:
AEHTOUKATOP NPaBKUAa:

YpOBEHb COBLITHR:

Cpaboraewee npasuno NMojpobHee

AHOMaNEHaA aKTMEHOCTE

MpeEsiwexmne nopora (IRE/IRET

OnucaHue:

YerpoidcTeo:
MonsiTk
fata:

3 NPaEVA Ha yCT,
TUn Npaeun:
VIAEHTHDUKATOP NpaBnna:
¥poBeHb cofbTHA:

OnncaHue:

MoneiTk:

Kateropms:

OnwcaHue KaTeropnu:

bIE AEFCTEMA:

3.00

CMCTEMHEA 3KTMEHOCTE (Window
400070

OnacHoe

Yaanedue 3ajaqi NnaHnpoeLLnKa

E HIDS

2

MoaczprTensHas, NOTEHUMENLHO ONacHanA
aKTMBHOCTh

CoBLITMA JaHHOIA KATETOPUM MOTYT
CEMAETENLCTECBATL O KOMIPOMETALMM
cucTeMsl GO YyKa3biBaTh Ha GaKT
KOMNPOMET3LMK, HANPUMED: YCTAHOEKA
noAo3puTenLHLIX ClyxB/apaieepos,
M2MEHeHHe TUNa 3aMycKa Cayxo,
M3MEHEHNA B CUCTEMHOM KaTafore,
M2MEHEHNA B IPYNNax NoL20BaTeneil,
CO3aaHNe/yABNEHNE YHETHBIX 3anvced,
MHOKECTEEHHLIE HEYAaUHbIE MOMBITKH
AOTWHA 1 T.4,

F‘EKDME‘H,H'YEMHE ,D'EI:IETEMH npoeecTH
KOPPENALMID € APYTUMU COBBITUAMN 5.

TeX |—| Q infotecs

BbiiB/1IeHUue
aHOMaJInM



OxupaaHve no cepTudpukaumm TEXHQ meoees

MpoaykT Ha cepTndmkaumm no amHum PCTIK Poccmn no
TpeboBaHWAM K:

CncrtemaM obHapy>XeHUs BTOPXXEHUI YPOBHSA y3/1a
4 knacca T.COB.Y4.IN3

Me>ceTeBbIM 3kpaHaM Tuna B knacca 4 (MT.M2.B4.113)

4 knaccy TAb




TeKkywasa KoOHUenuusa 3awWwuThl
pabo4ynx cTaHUUM
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)

ViPNet SafeBoot

[osepwve k nhathpopme
n obecneyeHmne
AoBepeHHou 3arpy3km OC

PasrpaHunyeHune goctyna
1 3aLmMTa AaHHbIX

U

ViPNet SafePoint

®

ViPNet Client 4U

ObecneueHune
3aLUMLLEHHbBIX
KOMMYHMKaLNN

3alnTa OT BHELLHNX
aTtak 1 yrpos

¢

ViPNet EndPoint
Protection
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Cnacubo
3a BHUMaHue!

MoanucbiBanTeCb Ha Hawu couceTw
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